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Abstract In order to reflect the network transmission quality, some network state feedback
mechanisms are provided in the network protocol. In the RTP, the jitter of the packet trans-
mission delay is fed back through the jitter field in the RTCP packet. This feedback value is
a very important reference data when the covert timing channel is established. However, the
sending frequency of the RTCP packet is low and the feedback value of the RTCP packet are
only the jitter value of the last RTP packet associated with this RTCP packet when it is sent.
Therefore, the jitter feedback mechanism in the existing RTCP protocol has the problem of
lack of feedback on the network state during the period between two RTCP data packets.
As a result, the feedback value is highly susceptible to extreme values, which prevents it
from providing an accurate numerical reference for establishing covert channels. Therefore,
in this paper, a buffer was established between the last RTCP packet and the current RTCP
packet. And we choose to set the interval is n RTP packets and record the corresponding
position jitter value in the buffer. The data in the buffer is averaged, and the mean value
is weighted and averaged with the jitter value of the current RTCP packet as a new jitter
feedback value. The effect of the extreme value on the feedback value is reduced, thereby
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it contribute to the improvement of the feedback energy for the state of the network. In
addition, the bit error rate generated by establishing a simple covert timing channel for data
transmission under different network conditions is compared with the change of two jitter
feedback values. It is verified that there is a positive correlation between the feedback value
of the new feedback mode and the error rate. through the comparison It is verified that the
new feedback method can provide a more accurate reference for the establishment of covert
channels.

Keywords Jitter · RTCP · Covert timing channel · IPD

1 Introduction

As the prevalence of multimedia social network, the leakage of privacy information become
ever more serious [21, 27, 30, 36, 37, 41–43, 45, 46]. An enormous amount of research
effort goes into privacy protection mechanisms to preserve the users’ personal information
[17, 18, 28, 29, 44].Information monitoring technology can prevent information leakage of
covert channels to a certain extent [8, 12, 13]. However, system inevitably has many covert
channels because of system design, equipment design and implementation of loopholes
[31]. The covert channels can be used to disclose information to unauthorized devices in
violation of the security policy. The covert channels will pose a threat to the network infor-
mation security [40]. And the covert channels include covert storage channels and covert
timing channels in trusted Computer System Evaluation Criteria(TCSEC) [32].

Covert storage channel refers to different processes reading and writing the same shared
variable for information transmission. And covert timing channels refers to the adjustment
of the data state during information transmission, and the acquisition of information by
comparing the data state with its unregulated state during information reception. There are
many ways to design a covert timing channel, and they are perfect methods [5]. The main
methods are: (1) based on the number of packets sent during a period of specified time [6].
(2) based on the time delay between the transmissions of data packets [16].

Due to the existence of the jitter, different degrees of offset may occur in the time latitude
of the data packet during transmission [20]. As a result, the data transmitted by the covert
channels may generate errors during demodulation. Actually, jitter is a deviation between
the ideal time and the actual time of an event. In network communication, the transmission
of data is influenced by the delay of the network, resulting that the time spacing of arrivals
from different data packets are different. For example, in order to send a series of data
packets, the transmission interval of these data packets is determined at the sending end, but
the interval of the data packets varies as the data packets arrive at the receiving end due to
the dynamic changes of the network. This change is the jitter that will be discussed in this
paper. The dynamic changes in the network have caused many problems in data transmission
in the network [22].

In general, the Inter-Packet Delay (IPD) in the network follows an unknown random
distribution, such as normal distribution, poisson distribution and so on. However, the tem-
poral covert channel algorithm is mainly based on modifying the distribution of IPD, which
generates a given IPD or a given distribution of IPD to create a covert channel. The IPD is
usually changed within the range indicated by the jitter of the network [33]. If the jitter is
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too large, it will lead to the original method has a great bit error rate. Thus the transmission
of information cannot be demodulated correctly.

Real-time Transport Control Protocol (RTCP) packets can report the network quality
in the network transmission process, including jitter. However, due to the restrictions of
calculation equation and the reported mechanism of the RTCP packets, the jitter data of
the RTCP packets have some shortcomings,which are mainly in the following two aspects:
(1) Due to the (2), when the network changes sharply, the change of jitter in the RTCP is
still small. (2) RTCP periodically sends control packets to members of the network session
to report the network quality to each member,and the reported result is calculated by the
current location. Therefore, even if the network conditions are different, the jitter values
calculated by the RTCP will not be different because their report on the calculation result
of the current location.

There are many researches in the fields of multimedia data transmission and multimedia
data detection [4, 14, 47]. Through these methods for multimedia file comparison and fea-
ture selection [1, 9–11, 23], the security of multimedia transmission can be guaranteed to a
great extent. Many existing technologies can prevent information leakage. However, covert
channels are unavoidable and pose a great threat to the security of multimedia data trans-
mission. The jitter value is an important reference for the establishment of covert channels,
but the jitter reporting mechanism in the network is flawed. However, until now, no research
is relevant to the jitter reporting mechanism in the network.

Our contribution includes three parts:

(1) We introduce the effect of jitter for covert timing channels and present that the traditional
jitter calculation method is lack of the distinction among some network status.

(2) We put forward a new jitter calculation method called sensitive jitter.
(3) We compare the two algorithms and prove the shortcomings of the traditional

algorithm and the effectiveness of the new algorithm through experiments.

The remainder of our paper is organized as follows: In Section 2, the principle and dis-
advantage of traditional jitter in RTCP is analyzed. In Section 3, Sensitive Jitter Algorithm
is proposed to avoid the shortcomings and disadvantages. Then in Section 4, the effective-
ness of the Sensitive Jitter algorithm is verified and the Sensitive Jitter with the jitter in the
RTCP are compared through experiments Finally, the conclusion is reached and the future
research direction is discussed. in Section 5.

2 Background

2.1 Jitter measurement

Real-time transport protocol (RTP) [2] It is a transport protocol for multimedia data
streams on the Internet, which is published by the IETF as RFC1889(The latest version
is RFC3550). RTP is defined to work in case of one-to-one or one-to-many transmission
for the purpose of providing time information and enabling stream synchronization [34]. A
typical application of RTP is UDP, which can also work on the top of other protocols such
as TCP [7], VoIP or other real-time transmission software by using the RTP protocol [15].
Hence the VoLTE call used in this experiment is based on RTP. RTP only guarantees the
transmission of real-time data but may not provide a reliable transport mechanism for the
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sequential delivery of data packets nor a traffic control or congestion control, which can
provide these services by RTCP [25, 35].

Real-time transport control protocol (RTCP) It is responsible for the management of
transmission quality, exchange of control information among the current application pro-
cesses and provision of services about traffic control and congestion control [38]. During
an RTP session, each participant periodically transmits RTCP packets containing statistics
about the number of packets sent and the number of packets lost and etc. Therefore, the
server can use this information to dynamically change the transmission rate, or even the pay-
load type. RTP and RTCP work together to optimize transmission efficiency with efficient
feedback and minimal overhead. It is particularly suitable for real-time data transmission
network.

The 32 bits in the header of an RTCP packet represent the estimated statistical variance
of arrival times of RTP packets, which is measured in unit of time and expressed as an
unsigned integer. Jitter (J ) is defined as the average deviation (smoothed absolute value) of
the time difference between the receiving end and the sending end in a pair of packets. At
the sending end, the structure of the header of the data packet is shown in Fig. 1.

The calculation equation in the RTP protocol is as shown in (1) and (2), and calcula-
tion result equals to the difference between the relative transmission time of two packets.
The relative transmission time refers to the RTP timestamp of the packet and the clock of
receiving end at the arrival time, Si is the RTP timestamp of packet i, and Ri is the value
of the arrival time of packet i in units of RTP timestamp, for two packets i and j , D can be
expressed as:

D(i, j) = (Rj − Ri) − (Sj − Si) = (Rj − Si) − (Ri − Si) (1)

Ji = Ji−1 + |D(i − 1, i)| − Ji−1

16
(2)

Ji is recursively calculated by each package i, which is the jitter value reported in the RTCP
protocol.

2.2 Noise of a covert timing channel

Jitter is a very important indicator for the design of covert timing channels such as the paper
by Archibald et al. [3] The concept of guard band is designed to prevent false demodula-
tion results due to jitter in the network. For example, the data is modulated at the sending

Fig. 1 Jitter value reported by RTCP packets
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end, using the packet interval of 10ms and 30ms to represent the binary value of 0 and 1
respectively. The threshold is set to 20ms when demodulated at the receiving end. when the
interval between two data packets is less than 20ms, the binary value of 0 was received. On
the contrary, the binary value of 1 is received. As shown in Fig. 2, when the jitter is less than
10ms, the packet interval change will not impact the demodulation process.

However, when the jitter value is over 10ms, demodulation data will be wrong.Because of
the jitter, which can change the binary value, the information will not be correctly restored.

From this, It can be seen that the jitter index has a great influence on the design of covert
timing channels. It is necessary to know the jitter in the network for the concrete realization
of covert channel.

2.3 Criteria of desirable jitter measurement

When data is transmitted through the network, the network protocols try to provide the user
with a reliable network environment. And through some mechanisms, they provide the user
with the network transmission quality and report the network delay, jitter and other informa-
tion. However, a practical jitter algorithm in reporting networks should have the following
features: (1) Simplicity: calculation algorithms should be simple and still contain enough
useful information. (2) Distinction: the jitter generated by the algorithm should reflect the
state of the network and distinguish the different network status. 3) Low overhead: when
giving feedback about jitter, the network cost should not be increased so as not to affect the
normal network transmission.

RTCP periodically sends control packets and reports the network quality to members
of the network session to. The RTCP packets report the result calculated by the current
location. This feedback algorithm is simple calculation method and can reflect the trend of
jitter in the network to a certain extent, which has better simplicity. Since the RTCP packets
are about 1% of the total packets sent with less overhead.

However, this feedback algorithm performs poorly in terms of distinction because of the
low frequency of RTCP packets sending. The value of the feedback result is the state of the
jitter in the local networks. If the local networks are similar, the jitter algorithm in RTCP
cannot distinguish the different network status, and thus the performance of the distinction
is poor.

This paper will validate these questions experimentally, propose improvements in terms
of poorly differentiated performance, and experimentally validate the effectiveness of the
algorithm.

Fig. 2 Jitter noise of covert timing channels
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3 Sensitive jitter algorithm

The proposed sensitive jitter algorithm is modified based on the traditional jitter feedback
algorithm in the RTCP protocol to ensure the sensitive jitter algorithm stronger distinction
of network state without adding extra network overhead.

3.1 Design of algorithm

The lack of distinction of jitter algorithms in RTCP is mainly due to the low frequency of
RTCP packets sending. The RTCP packets are sent at large intervals so that they can only
express the jitter value of the network in a much more localized area. For the purpose of
improving distinction, the sampling frequency is increased, but this method will result to
the increase of the number of packets transmitted in the network. In order not to increase
the extra network load, we still use the traditional jitter reporting frequency, but make the
changes on the reported values.

The traditional jitter calculation method is based on the statistic variance estimation jitter
value, whose advantage is that it is easy to calculate and reflect jitter data dramatic changes
to some extent. The method of calculating jitter still uses the traditional statistical variance
estimation value to represent the jitter value, but uses a larger sampling frequency. The jitter
values of every n packets are recorded. If all these values are sent to the user for reporting,
the network overhead will be greatly increased. The traditional RTCP packet is at intervals
of m TCP packets and the new one is at intervals of n TCP packets. Then, the number of
RTCP packets becomes m/n times as many as the traditional one. Instead of sending all the
recorded values, AV Gi is the mean value of the recorded values between the RTCP packets
i − 1 and i,which reflects the network status between two RTCP packets to some extent.
The equation of AV Gi is as shown in (3), and the algorithm is as shown in Fig. 3.

AV Gi = 1

r

r=�m/n�∑

r=1

Jk+rn (3)

When transmitting RTCP data packets, jitter values of the current position need to be con-
sidered for feedback of the local information. Therefore, the jitter value evaluation equation
at the feedback position SJi is as shown in (4).

SJi = a × AV Gi + (1 − a) × Ji (4)

Fig. 3 Sensitive measurement by averaging multiple sample values
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The RTCP packet is sent at the original feedback position, and SJi is sent for reporting.
The average of the time between two RTCP packets is about 2 seconds in our experiment,
which means that the traditional jitter algorithm cannot provide feedback on the jitter value
for a long period of time. The time for each record is approximately 0.19 seconds. This will
shorten the reported blank time to 10% of the original. When calculating SJi values, only
simple averaging operations and weighted summation operations are needed. The Time of
calculation is very short and can be ignored.

3.2 Comparative analysis

The traditional jitter algorithm is the jitter algorithm used in RTCP. The sensitive jitter
algorithm is a new algorithm based on the jitter algorithm used in RTCP. The differences
between them are mainly as follows.

Firstly, the jitter algorithm used in the RTCP performs poorly on the distinction. In order
to enhance the distinction of the jitter algorithm, sensitive jitter adds the sampling points
and mathematically averages the jitter of these sampling points and the jitter of reported
locations. It leads to increase the state feedback of jitter between RTCP packets, retain the
ability of feedback on local data and make the sensitive jitter algorithm behave better than
the traditional one on distinction.

Secondly, the sensitive jitter algorithm inherits the calculation method used in the tra-
ditional jitter, so it also possesses the simplicity of the traditional jitter algorithm. What is
more, it also has low overhead as compared with the traditional jitter, because it does not
add extra packet transmission.

4 Experiment results and analysis

4.1 Experimental setup

In the experiment, two smart mobile devices were used as the sending end and the receiving
end of the data packets respectively. The operation system is the Android 5.1, which installs
VoLTE software for network video communications. TCPdump is used to assist capture
operations. Wireshark is used to capture and analyze the packet data and python is used to
analyze data and simulate the network transmission status.

TCPdump TCPdump is one of the most powerful network data acquisition and analysis
tools in Linux, which provides the source code and exposes the interface because of its
strong scalability. TCPdump exists in the basic Linux system, so ordinary users cannot
execute it, but users with root privileges can execute it directly to get the information on
the network. In this experiment, TCPdump was loaded into two smart mobile devices at the
same time in order to obtain the data packets at both ends of the communication.

Wireshark Wireshark (formerly known as Ethereal) is a software for network packet anal-
ysis, whose function is to extract the network packet and display the most detailed network
packet information as much as possible. User can find related content by entering search
criteria (such as protocol type, IP address, port number and etc.) in the display filter to get
related packets and filter out irrelevant packets.
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VoLTE VoLTE [24, 39]calls only have RTP packets and RTCP control packets and the data
packets have a strict sequence relationship [19, 26]. Therefore, in this experiment, the out-
of-order problem of data packets in the transmission process can be dealt with according to
the serial number of them and calculate the accurate IPD value. Because VoLTE calls only
contain RTP and RTCP packets, it is easier to find the packets required by the experiment
through the IP address, the port number and the protocol type, after capturing the packets

4.2 Network traffic capture and IPD analysis

Firstly, because ordinary users can not normally execute TCPdump, root privileges for the
two smart mobile devices are obtained. But users with root privileges can do that. After that,
TCPdump is installed in these two devices to prepare for the capture operation needed in the
experiment. In the experiment, the two devices were used to make VoLTE calls in the LTE
network. When two devices started transmission, TCPdump is used to capture the packets
from the sending end and the receiving end at the same time. In the process of experiment,
the capture duration of each group was 5 minutes and a total of 16 groups of data were
obtained.

Secondly, the sending end and receiving end of the captured packet results were imported
toWireshark for analysis. Through the IP address and the port number at the time of commu-
nication, the data packets during the VoLTE calls were separated from all the data packets.
Wireshark is used to parse out each packet and the analytical results were exported accord-
ing to the time property column and the serial number property column. At the same time,
the RTCP data packets in the data packet were filtered, the jitter in the RTCP header was
parsed and the serial number property column of the RTCP data packets and the reported
jitter value data column were derived.

Next, the export result is processed. The packets captured at the sending end and receiv-
ing end were matched according to the sequence number with the purpose to solve the
disorder of data packets caused by the delay of the network. If an out-of-order situation
occurs in the network, an error would occur when calculating the IPD value without adjust-
ing the order of data packets in both ends. If a packet loss occurs in the network, the
corresponding unmatched packet is deleted at the sending end. The calculated IPD equation
is shown in (1), and the difference corresponding to the rest packets with the same location
will not be affected.

Finally, the IPD value sequence and the jitter value sequence separately after previous
processes are calculated according to the (1) and (2).

4.3 A covert timing channel for experiment

In this experiment, the packet interval of packets was modulated according to the way of
changing the time delay among transmission data packets to realize the covert channel. The
packet interval of the sending end was adjusted by using the packet interval of 10ms and
30ms to represent the binary value of 0 and 1 respectively. The threshold was set to 20ms
when demodulating at the receiving end, which means that when the interval between two
data packets was less than 20ms, the binary value of 0 was received. On the contrary, the
binary value of 1 was received.

Before simulating the data sending through the covert channel, the data sent in this
experiment was an alternating binary sequence of binary 0 and 1.
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Fig. 4 IPD sequence of test traffic

4.4 Jitter measurement

The obtained jitter sequence and IPD value sequence were analyzed. IPD value sequence
is shown in Fig. 4, the abscissa is the packet number, the ordinate is the IPD calculation
result in milliseconds. The corresponding jitter value sequence is shown in Fig. 5, where
the abscissa is the sequence number of the packet and the ordinate is jitter. The calculation
result is in milliseconds.

In Fig. 4, the gap between the sending end and the receiving end in the network is rel-
atively large. The maximum value in Fig. 4 reaches 0.04s, and many values exceed 0.02s.
However, in Fig. 5, the corresponding jitter value calculated by (2), shows that the network
status of the response is much smoother and the maximum value does not exceed 0.012s.
All of above show that the jitter calculation method in RTCP makes the network with drastic
changes be shown in a gentler way.

Then, the covert channel was established and the disturbance to the modulation result of
the transmitted data to simulate the network transmission affected was added. First, the IPD
value calculated was according to the actual captured packets data added to the modulation
result. Then, the jitter calculated by the jitter equation specified in the RTCP protocol was
added to the same modulation result.

Fig. 5 Jitter sequence of test traffic
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Table 1 Generating function coefficient selection

Network status number Random coefficient p Jitter coefficient q

SCENARIO 1 (S1) 0.2 0.3

SCENARIO 2 (S2) 0.4 0.3

SCENARIO 3 (S3) 0 1

SCENARIO 4 (S4) 1 0.5

SCENARIO 5 (S5) 1.25 0.75

After the disturbance was added, the simulation of the demodulation process was per-
formed according to the preset demodulation mode and the data was demodulated to obtain
the received binary sequence. Compared the binary sequence data of the sending end with
that of the receiving end, the bit error rate of analog transmission results of two groups
according to different disturbance standards were calculated. In the experiment, the bit error
rate of the data set of the IPD perturbation calculated according to the actual captured packet
data was 14.06%, and the bit error rate of the data set of jitter perturbation was 12.51%.
Therefore, it can be concluded that when design a covert timing channel, if the feedback of
jitter value in the RTCP packet is taken as a basis, the actual result will be worse than the
theoretical result.

Next, according to the analysis result of Wireshark, the position numbers reported by
RTCP packets were extracted. Under the condition of ensuring the same jitter values at cor-
responding numbers reported by RTCP packets, another four sets of jitter value sequences
were randomly generated to simulate the other four network conditions. Data generating
equation is shown in (5). Generating function coefficient selection is shown in Table 1.

JSi = abs(random.gauss(m, v)) × pSi + JS3 × qSi (5)

Then, the five network results were compared. Figure 6 shows the comparison among
the jitter value of the four network status and the jitter value of the original captured packet
network. Among them, the SCENARIO 3 (S3) is jitter value series of the original network
status, the SCENARIO 1 (S1), SCENARIO 2 (S2), SCENARIO 4 (S4) and SCENARIO 5
(S5) are the generated simulation data.

The random.gauss(m, v) function is a Gaussian random number generator which gen-
erates a random number satisfying the Gaussian distribution with m as the mean and v as the
variance of the Gaussian function. In this experiment, the variance of jitter is taken as the
variance of Gaussian random numbers and the mean of jitter is taken as the mean of Gaus-
sian random numbers.The value of JS3 is the jitter value calculated from the actual packet
capture data.The parameter p in the equation represents the randomness of the generated
data, and the parameter q represents the correlation between the generated data and the orig-
inal data. When the parameter in the equation is larger, the calculated value of equation 5 is
larger, which means the larger the jitter value is, the more unstable the network is. The new
jitter sequence value is generated by controlling coefficient , S1 < S2 < S3 < S4 < S5. The
results of the five sets of jitter sequences at number 89, 183 and 284 are shown in Fig. 6.

The jitter values calculated by the RTCP protocol are different. However, they report
only the calculation result of the current location. It can be clearly seen in Fig. 6 that the five
network status are different. From S1 to S5, it becomes more jittery in turn and the average
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Fig. 6 Five network scenarios of same jitter

is gradually increasing.The reason for this phenomenon is that the sending interval of RTCP
packets is too large. In our experimental packets capture data, RTCP packets are sent every
about 200 RTP packets. The interval is approximately 2s. What a large time interval results
in feedback values is that the feedback value are highly susceptible to extreme values and do
not give a correct reference for establishing covert channels, which Affects covert channel
data transmission and threatens data transmission. However, these five network status have
the same jitter value in the same RTCP feedback position, though the network jitter values
of S1, S2, S4 and S5 are randomly generated by S3. The probability of this coincidence
in the actual transmission is small. It can also indicate that the feedback network of RTCP
uses the current feedback value as the jitter value, which poses a problem that the feedback
frequency is low.

After that, the data sending in the covert channel was simulated. Jitter values of five dif-
ferent networks were generated. Perturbations were added to the modulated data sequence
according to the jitter values of the five different networks generated in the previous
experiment. The transmission results in these five networks were then simulated.

After the perturbations were added, the simulation of the demodulation process was per-
formed. And according to the preset demodulation mode, when the convert channel was
established, the data was demodulated to obtain the five received binary sequences. The
binary sequence data of the sending end and that of the receiving end were compared to cal-
culate the bit error rates. The bit error rate of the data set perturbed by the S1, S2, S3, S4
and S5 were 8.84%, 12.75%, 14.06%, 17.17% and 19.07% respectively.

The jitter values of these five network status were used as the basis of the disturbance.
When the simulation was performed on the covert channel, the bit error rate varied greatly.
The bit error rate in the S1 data set was only 8.84%, but the bit error rate in the S5 data set
reached 19.07% which is more than twice the S1 data set. However, the jitter values in the
RTCP packets are the same. That is, the original jitter feedback mechanism does not show
the differences among these five networks. In addition, the establishment of covert channels
for data transmission in these five types of networks has a wide range of error rates, which
reflected the RTCP performs poorly in terms of distinction.
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5 Evaluation of sensitive jitter measurement

According to the algorithm, a buffer was added to the sending end to record the jitter value
of every 20 packets in the jitter sequence. At the position to be reported, all the recorded
values after the last reported position were calculated by the (5). The coefficient p is 0.5
and the coefficient q is 0.5. The weighted average results were reported as jitter values at
the position to be reported. In Fig. 7, The jitter value of each position before the improve-
ment is compared with the improved jitter value, and the jitter values calculated by the two
algorithms in the five types of networks are compared with the bit error rates calculated
in previous experiments. Then, the modified jitter values of different locations in the five
network status are displayed.

Through the jitter value of the improvement before and after, and the change of bit error
rate in different network status, it can be seen that, in the five network status, the trend of
the jitter value in the corresponding location and the change trend of the bit error rate are
the same. The bit error rates of these five groups of networks increase in sequence and the
jitter feedback values of the corresponding positions after the improvement also perform a
similar trend. However, the unimproved jitter feedback value at the corresponding location
is invariant. In the five network status, the values sent by the three RTCP packets are values
of the first group and have not been changed, as shown in the Fig. 7. The above results
show that the improved jitter reporting method can better reflect the overall status of the
network compared with the traditional method and can distinguish the network status that
cannot be distinguished previously. In order to record the jitter value in the network, only a
buffer is added in the sending end, which does not increase the number of RTCP packets in
the network and the additional network load are not added to meet the low overhead of the
previous RTCP jitter algorithm. The calculation method has not changed with the addition
of the mean calculation of sampling points. It meets the simplicity and is effective.

Limitation: The paper only uses a single covert channel establishment method, and only
uses the bit error rate to measure the network performance.

Fig. 7 Relevance between Bit-error-rate and jitter
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6 Conclusion

This paper focuses on the RTCP algorithm jitter feedback mechanism and jitter numerical
calculation algorithm. The features of RTCP feedback jitter algorithm are evaluated from
three aspects: simplicity, distinction and low overhead by analyzing multimedia data trans-
mission during a VoLTE call. Aiming at solving these problems Of poor performance in
distinction of the traditional jitter, an improved algorithm is proposed. From these three
aspects, this paper analyzes the jitter algorithm of the RTCP feedback mechanism, and
verifies the advantages of the new algorithm compared with the traditional one through
experiments over covert timing channels.

In the future, more experiments with different ways of establishing covert channels are
needed to be done. The algorithm in this paper mainly improves the shortcomings of jitter
values in RTCP packets in RTP. The problem of jitter feedback in different network transport
protocols will be taken into consideration in the next step. And covert timing channels can
be combined with other research results to produce much more interesting results.
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